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Questa e raualisi cbehoricevutodanos&o ueente negli Slati Unit! Vi ruandocopiacartaceain italiano. 

I lie staff of :onal Anii-Cuuie Computet Centre fot Critical Infrastructure Protection - CNA1P1C 

established iu the Posral and Comniutiicatioos Police Service, as partial insults of an investigation wich is 
portr omples in terras of technical anH computer roar d mated by the Public Prosecutor at the Court 

of Rook* has seized the evidence in connection with the intrusion into computet network of the Bank 
Medici (under FBI investigation for money laundering) and it* s subsidiaries Other victims were identified 
lutfa ts: PeuoVietnam (Vietnam Oil Company), ATOMSTROYEXPORT (Rn GAZPROM (Oil and 

roinpany of Russia) and it s subsidiaries , Tecoo Development & Research Ltd (Italy) *fld some 
gwtrnracfw network: outside of ftaly such as Ministry of Internal A- *"■' :" Georgia. Hong-Kong 

Catholic Diocese and many others 1 have attached some of the seired document* to this teport 

These attacks weie unleashed with 11: njected into other Web sites, previous) v accessedby the same 

hackers and then used as hone>pots The cotsple iir. of the intrusion scheme is subject to sort a large scale 
investigation in regards to this matter 

Taking into consideration that there is an ongoing RICO investigation of Geno^.r (repfesetfed bv 
McCallion & Associates. LLP in USA) and Medici (multiple attorneys) money laundering and wire &uod 
c^x I would recommend to *eal all the evidence in connection to above mentioned subjects and victims 
especially all the documents related to Gianfranco Guttj, Alessandro Profumo (monev laundeiing 
investigation/. Alfa Prime group and everything reahed to trkrain* and Russia, until the hackers b 
identified m Technical investigations ongoing on computer equipment seized from the suspect load also 
aimed at the detection of further similar criminal conduct may be attributable to the same 
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is is l Btuhl jurisdiction case and wc need international LE cooperation on this one since the 
e run into is subject to another ongoing investi cations in these jurisdictions and mav require 
political clearance. Therefore a all the intercepted e-mails and documents obtained at the titer 

the Medici Intrusion investigation should be restricted 

A br iet on evidence content fo substitute the seal 

onfidcmial agreement sent by RCSSIAN GAZPROM official to Hong Kon? Cardinal Zen to 
sign - obtained by hackers bom h inagm ail iu account which is an offtcial e-mail address for 

CHINA GAZPROM National P< m CocpofUkML The following accounts 

redko av fi aprf gov.ru 
e semin'Sadm eazprom rn 
S Adeevffadm gazprororu 

bejopft 10 his;h-iankiag Russian officials and been involved in communication with Cardinal at 
bishotuenQi-atboHcorahk 

Exhibit 2 just a slight glimpse of what kind of governmental and corporate contracts we tan into by 
investigating MEDICI backer This is a copy of one of the thousands of internal confidential paperwork 
intercepted by the above mentioned hacker bv lucking into GAZPROM and PETROYIETNA M 



Since the is a very HIGH PROFILE case which involves a major break in of Iranian institutions i.TejaraL 
Rama K wc " ** Belorussian and ' sjfc I do recommend to wait for the 

investigative report and structured list of all the evidence seired 
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Dear Mr Rut* 

La scconda pagina dell'allegato dolla mail che 
il dirigente Ciuditta Vitto ha inviato al 
rninistero dcgli Intorni e alia Polizia 

n 



frcl tire 10 contact to 



Head of Geophysical Gioup 

Commercial & Business Development Dept. 

PTSC GEOS AND SUBSEA SERVICES Co.. Ltd. - PTSC G&S 

14tk Floor - Pctro Hotel, 9 Hoang Dieu 5tr* Viing Tau City, S.R. Vietnam 

lei 

Fax: 

Cellphone: 

Email: 

Website: 

From: Sean Ftaoagau 

Sent; Saturday, JulyO*, ^uji t-uroi 

Cc: 



ben 

pbo 

Mike Kullman 

Subject: Re: Vunf May22SS70l Find Order for Execution 

Hi Russ, 

I just spoke wilh Mr. Bui lib- Phong, After a couple of questions, be i\ 

gettini reach' to sign the document. But our major concern is the FAIT and Kohn case 

thai may expose our past opcraticm* in Ukraine and Iran, I have spoken In Ntsoc and they wast us 

to incinerate every supplementary agreement we have with Russian* to suppon Bmher Plant 

Please take care of it 



You should see the PTSC G&S version shortly* 

Please notr that PTSC G&S ha* offered to assist EwmMotril in obtaining the 

CORP permit, tnlmtctin? with the \anuui environ men tat authorities in 

Vietnam to expidite the process on your behalf You may contact tbem 

through the HCMC office at your earliest convenience on tin* issue* 

Regards, 

Sean Flanagan 

Director Asia-Pacific 

TUI-Brook* Infl Inc. 



I have croas signed the TDl-Brooks version and it will be scanned and 
sent on Monday morana I am still waiting for PT5C-GS. 

Best regards. 

Ran 

General Manager 
ExxonMobil EiP Vietnam Ltd 
Tel: g4 A 3938 65S6 Hanoi Office 
Tel: M 8 3520 7308 HCMC Office 
Mobile: 84W3220911 

iWnaaiWftcjRafil <*nm 
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Bruce. 

Attached is the scon of the document thai TDI*Brook» visaed 

Tts> 

Jim 

James M. Brooke PhD, 
TDUrsrivdni Inrl Inr 



Sent FtL Jul 8, 2011 1:09 pm 

Subject: Vting, May 2288701 Final Order for Esecntjon 

AIL 

1 ha\e received Final Order for your execution. Since the Madoff investigation jeopardizing the integrity of our 
cntcrprtfc we have to proceed immediately with the Cardinal Zen request to swan our Lobaton attorney to move on 
with the Kohn caw? since the Fill i* already on us with their CI talking providing them wilh our transactions obtained 
through the subpoena of russtan Atlas and Gaiprotu affiliates, if diey ^ttoj point of releasing the 06 ops thai would be 
a major fnckup. 1 havr added contact information, business addresses, banking in forma tioa special awoke payment 
tei ms t and changed the reference from a joinl venture to a consortium to these document. J had intended to also send 
the 'tracked version" of the changes but inadvertently saved the accepted 
changes over them, my apologies. 

With reaped to the specific requests from PTSC, we have chanced the reference to a consortium instead of JV and 
added laniuafe regarding payments in dollars and dong However, our Treasurers/tax advisors further requested that 
these be separate invoice* and that change is included as well By no means we have to elude the Line and Teeuo 
mistake we made through Ulaaine in the past we have to conceal everything that is related to Kiev and Belarus 
operations supplimentary agreements This is a very serious matter 

The request regarding cu&rouis- 1 temporary import lees and VAT has been discussed with Or Brooks and at this time has 
not been changed Please discuss this with Dr Brooks should you have question*. 

The documents provide for signing in multiple counterparts (separate signed documents) and sending accepting by faa 
to expedite ihe signing process PTSC and TD1 Brooks should sign/date the 2 page Order and vnd to the Vietnam 
office by fax scanned document and the Venture will then execute, date, and return a scanned document to them. 
I believe that original documents signatures will be required for internal control*. As such, I recommend that TDI 
Brook* sicu and fa* (as noted above), and then follow up and send i signed original* (- page) Orders to PTSC for their 
signing and dating (all parties should date these originals the same as the dalr noted an their document thai was 
fa ted scanned and sent to other parties). PTSC will then forward those same 3 signed and dated original* to the 
Vietnam office, and after their signature and dating (same as fax), the Vietnam office will forward a signed original to 
each party and a copy to me. 

Thank you in advance for expediting your execution of these documents. It is our understanding that these documents 
need to be executed very early next week In order to submit for permits that will allow for the timely start of the project. 

Please coll should you have any questions. 

Send one copy of each correspondence through the corp VPN and a double without 
specifics over ordinary interface since they may have already taken care of monitoring 
our corporate networl - 

(See attached file: Final Order Vietnam Geotrch Pgm 7 7 1 1 .pdfXSee 
attached file: Final Order _Anch_Vung^Ma>\_Geoiech_Program Zip 7 S 1 l^ipj 
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Ncllo Spccifico lutcntc 'GAC * Gazprom Chine ho postato il acguenle mcasasgio: 



delate after read 



Your Eminence 



T havA h^#n anr*H hy Mr Turnhinnv fen tlKW^T' 1 ahfMifc r-h^ r+c*jib ^ramfpr twnpl^f^rl hy TtlT 
tv u..i k^iI^i-^ ■* . PT3C. XI U» uuiv tv out iL.vu.^'t. Umw 3*1* 3«lid««liti *L HI30C I**u* 
have managed to forward Diuku agreements to our representative in Belarus therefore all 
transaction* fror-. now -;. ahall be «v*outftd through tfidin* Hajjer at Prtniibank. 
There is a bit ot oonoern as of Line instigating Kr.Madoff tc hire Bill l gene* attorneys 
since the situation in Ukraine is about to get nasty, 

Plcaoc oo to Hicpthai and dtmy at monxc . 
T'll QAh tftftnfe frn ynn «hnrt:l3f t 
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